CUSTOMER SUCCESS STORY | June 2014

CA Privileged Identity Manager
Supports Tightly Controlled
Access Management Systems
CLIENT PROFILE
Industry: Information Services
Company: TIS Inc
Employees: 6,337 (as of 1 April 2013)
Revenue: 148,394 million yen

BUSINESS
TIS Inc offers debit card
authorization and
membership management,
as well as other standard
requirements needed by
financial institutions to
deliver internationally
branded debit card services.

CHALLENGE
To continue operating ASP
services, the company
needed to demonstrate
compliance with the global
security standard Payment
Card Industry Data Security
Standard (PCI DSS v2.0).

SOLUTION
CA Privileged Identity
Manager allowed TIS to
meet PCI DSS (V2.0)
criteria, and provided
ongoing system support
to the company.

BENEFIT
Becoming PCI DSS (V2.0)
compliant has improved
security, reduced operating
risks and given TIS greater
confidence with customer
acquisition.
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Business
A service provider offering all-in-one support for internationally branded debit card businesses
TIS provides IT services to a range of customers. Its core projects support companies operating within
the financial world, and the company is particularly proud of the high standard it maintains in system
infrastructure for credit and debit card businesses; standards that set it apart from its competitors.
During the past few years, there has been growing scrutiny around the processing services for
internationally branded debit cards.
Mr. Mitsuo Kawamoto
Section Chief of Financial
Solution Dept 1
Financial Solutions Div.
Financial Industry SBU.2

Since its inception, TIS has consolidated its structural and operating practices in the field of settlement
systems for consumer credit companies into an application service provider (ASP) service. From the
provision of debit authorization and membership management functions, through to operation
maintenance once a system is up and running, business process outsourcing (BPO) and call center
operations, the company offers a range of invaluable services for businesses, and can deliver all the
functions required for international debit card business implementation in a single solution.
Today there is constant demand for new products within the financial world. Companies that are
considering establishing a new internationally branded debit card can adopt ASP services, eliminating
the need to build their own systems. As a result, they can begin operating at an early stage with low
overheads by simply selecting the individual functions they require.
For TIS, this project is part of a front-line effort to keep up with the changes currently taking place;
as the speed at which business is done becomes more and more important, and the world of IT
transforms from a concept of ‘ownership’ to one of ‘utilization’.

Mr. Kyoshi Tsuchida
Financial Solution Dept 1
Financial Solutions Div.
Financial Industry SBU.2

Challenge
Becoming PCI DSS (V2.0) compliant in just six months
Previously, system security was designed, developed and configured in line with the level required for
each individual project. The incumbent system, however, needed to demonstrate compliance with the
security standard known as PCI DSS.
PCI DSS is a global security standard for the credit industry, formulated by five international brands to
protect credit card and transaction information. V2.0 was released in 2010, and compliance is now
required in order to engage with internationally branded card businesses.
When TIS was given only six months to meet the security standards held by international brands, it set
out immediately to achieve PCI DSS compliance.

Mr. Hideki Kuramoto
IT Platform Services Dept 4
IT Platform Services Div.1
IT Platform Services SBU.

In practical terms, this involved the security team of the IT Solutions Service Division – the division
within TIS responsible for security consultancy – holding interviews relating to service development
and operation with the Financial Solutions Group No. 1, the leading department in terms of system
infrastructure, in order to gain advice on PCI DSS compliance.
PCI DSS spans 12 requirements and around 300 separate rules, and both departments were involved in
the process of realizing specific compliance with each of these.
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Solution
CA Privileged Identity Manager selected based on installation track record
for PCI DSS(V2.0) compliance
The criteria for PCI DSS (V2.0) includes Requirement 7: ‘Restrict access to cardholder data by business
need-to-know’ and Requirement 8: ‘Assign a unique ID to each person with computer access before
permitting access to cardholder data’. These requirements are designed to strictly control access to
cardholder data, which comprises personal, confidential information. Since it is necessary to respond
to a range of demands relating to controlling access, TIS was required to consider not only the
co-ordination of a specific operating policy, but also the introduction of solutions that facilitate all
of these demands.

“The fact that there were already
companies achieving PCI DSS (V2.0)
compatibility using CA Privileged
Identity Manager was extremely
reassuring to us.”
Hideki Kuramoto
General Manager of IT Solutions Services, TIS Inc

CA Privileged Identity Manager was suggested as an option at this point. There were three main
reasons for this.
Firstly, CA Privileged Identity Manager had previously been installed as a solution in cases requiring
PCI DSS (V2.0) compatibility.
As Mr Hideki Kuramoto, General Manager of IT Solutions Services Group 4, IT Solutions Services No. 1
Division, IT Solutions Services SBU, who participated in this project as the member responsible for
security consulting, recalls: “The fact that there were already companies who had succeeded in
achieving PCI DSS (V2.0) compatibility using CA Privileged Identity Manager was extremely reassuring
to us. We were encouraged by the thought that if we installed this, we would be able to clear the
hurdles presented by PCI DSS.”
In addition to this, the fact that the company had installed CA Privileged Identity Manager 10 years
earlier when configuring a core credit card business system provided further recommendation. Mr
Mitsuo Kawamoto, General Manager of Financial Solutions Group No. 1, Financial Solutions Division,
Financial Industry SBU.2, who was managing the group responsible for basic system configuration,
explains: “We really did not have sufficient time to consider and prepare for PCI DSS compliance, so
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those of us involved in development decided to focus on products that we had prior experience in
configuring and using. We didn’t have time to install something and then sit around trying to work out
what sort of product it was.”
Furthermore, CA Technologies submitted a chart to TIS, comprising CA Privileged Identity Manager’s
compatibility indicators for compliance with the security standards in “Requirement 7”. Mr Kawamoto
recalls, “The fact that they had compiled a list of compatibility indicators was an example of best
practice, and we were confident that we would reach our objective if we pressed ahead with this
product. That was hugely reassuring for us.”

Benefit
Compliance in PCI DSS (V2.0), and maintaining high levels of security
The project moved rapidly, and achieved the security standards required by international brands within
six months. Subsequently, in June 2012, TIS achieved PCI DSS (V2.0) compliance. Four months later, in
October 2012, the company began service provision for its primary users.

“Our company’s ability to express
confidence in the extent of measures
being taken has been a major factor
in winning the trust of clients.”
Mitsuo Kawamoto
General Manager of Financial Solutions, TIS Inc

In June 2013, it underwent a second compliance accreditation inspection, which it passed with flying
colors, and that same year began offering services to secondary users. Mr. Kyoshi Tsuchida, of Financial
Solutions Group No. 1, Financial Solutions Division, Financial Industry SBU.2, comments, “We have
established five types of access to servers containing cardholder data, and have clearly segmented
the authorization that can be executed in regard to servers by engineers, who can only access data
relating to the customers for which they are responsible. This demonstrates a significant improvement
in our security levels, without any sense that the burden of work required to operate the system has
increased. Extending servers merely requires the application of the same design and operation, so if
anything, it’s become easier.”
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Since most of the companies introducing this service are financial institutions, TIS is also required
to operate within security standards established by the Center for Financial Industry Information
Systems (FISC).
Given the frequency of information leaks and the increased focus on control of access to customer
information, the company’s ability to express confidence in the extent of measures being taken has
been a major factor in winning the trust of clients.
Several more companies have started using TIS’s ‘Internationally Branded Debit Card Processing
Service’, and business in this area has demonstrated remarkable growth, with operations within
Financial Solutions Group No. 1 now expanding at a healthy pace.
Furthermore, the IT Solutions Services Division has built further PCI DSS compliance consultancy
business on the back of this success. It continues to recommend CA Privileged Identity Manager with
confidence, based on its success in this area to date.
In terms of the future, Mr. Kawamoto hopes, “Firstly, to achieve the top share within the domestic
market”. The company is also considering expanding its overseas service, and will be leveraging its
partnership with CA Technologies to do this on a global scale.

*Please note that, in September 2014, the product name in the original customer success story was updated from
“CA ControlMinder” to “CA Privileged Identity Manager”
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TIS Inc. engages in system integration, playing the role of a business partner that not only uses IT
to achieve greater efficiency, but also contributes to the growth and success of it clients’ business.
TIS works to implement swift innovation at all times, and to realize long-term strategies that
provide clients with success within the market. Its key words are ‘business consulting’, ‘global
support’ and ‘creation of services’, and alongside the delivery of services that add value to
information, TIS aims to contribute to the realization of a society in which people can experience
a rich intellectual life, and have the time and space to enjoy it.
Main Office Location: 17-1, Nishishinjuku 8-chome, Shinjuku-ku, Tokyo, Japan
Established: April 28, 1971
Paid-in Capital: ¥23.1 billion
Business Activities: Provision of system solutions, configuration of IT infrastructure
URL: http://www.tis.co.jp/

Connect with CA Technologies at ca.com

CA Technologies helps customers succeed in a future where every business – from apparel to
energy – is being rewritten by software. With CA software at the center of their IT strategy,
organizations can leverage the technology that changes the way we live – from the data
center to the mobile device. Our software and solutions help our customers thrive in the
new application economy by delivering the means to deploy monitor and secure their
applications and infrastructure. To learn more about our customer success programs, visit
ca.com/customer-success. For more information about CA Technologies go to ca.com.
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